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Automated Serial Permanent Charge-Out
FD-5a (1-5-94)

Date: 12/01/00 Time:

Case ID: | | serial: 1

Description of Document:

Type : EC
Date : 11/22/00
To : NATIONAL SECURITY

From : WASHINGTON FIELD
Topic: EC FORWARDS ATTACHED DOCUMENT TO FBIHQ FOR INFORMATION

Reason for Permanent Charge-Out:

inadvertly serialized.

Employee: |
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Automated Serial Permanent Charge—Out'

FD-5a (1-5-94)

Case ID:| Serial: 2

Description of Document:

Type
Date
To

From

11 Tnpic;

EC
11/30/00
WASHINGTON FIELD

WASHINGTON FIELD

Reason for Permanent Charge-Out:

inadvertly serialized.

Employee: | |

LS 1R 1ED By HElOG :
U U2-28-20170

Date: 12/01/00

{&) TO PROVIDE NS-33 WITH FINDINGS FROM A TECHNICAL

Time:

15:37
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DECLLSSTPIED BY . Wsico I:l b6

i nzwgzjzm? b7C
04/03/01 .View Document Attributes ‘ ECEVAOMO
12:56:02 SESRET
Orig. Office : D5 Responses :
Document Type : EC Text
Document Date : 12/19/00 FIF .
To . : LABORATORY *
From : NATTIONAL SECURITY
Case ID . - | Serial : 3 i?g
Topic . : SPECIAL PROJECTS ADVISORY BOARD APPROVAL
Author :
Approver
Ref. Case ID Serial :
e ,
B Class Level:-X Authority : G3 Duration : X1 SCI :
Rule 6(e) Caveats . : FD-501 .
Secure Doc. IRS Tax .
SESRET.
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12:57:23 © SESRET '
Orig. Office : D5 Responses :
Document Type : EC Text
Document Date : 02/08/01 FIF .
To . : NATIONAL SECURITY
From : NATIONAL SECURITY
Case ID . : E Serial : 4 ‘b3
Topic . : NONE SEE DETAILS bTE
Author : -
Approver
Ref. Case ID Serial
%U%MMNM%%%MWW :
Class Level % Authority : G3 Duration : X1 SCI :
Rule 6(e) Caveats . : FD-501 .
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Automated Serial Permanent Charge-Out
FD-5a (1-5-94)

Date: 03/14/01 Time: 11:21

. ial: ' b3
Case ID.| | Serial: 5 TE

Description of Document:

Type : EC
Date : 02/26/01
To : NATIONAL SECURITY

From : BALTIMORE o
Topic: (U) RESPONDS TO LEAD.

Reason for Permanent Charge-Out:

text not to be uploaded on this case

| b6
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‘ | FEDERAL BUREAU OF INVESTIGATION

Precedence: PRIORITY Date: 11/22/2000
To: National Security Attn: NS-1C
From: Washington Field ’
NS-33 Vv b3
Contact: b6
b7C
Approved By: b7E
Drafted By: pm\
M -
il Case ID #:{s] ending)V
; ) [
- Titlesr &) GRAYDAY
[ESP-R
| 00 :WFO
Synopsis: (%) EC forwards attached document to FBIHQ for
information and further review. WFO is opening a full
investigation, codenamed GRAYDAY, on this matter.
{17300 Deri From :—G-
De v s 1
T Enclosure(s): & Copy of attached report titled "GRAYDAY,*"

dated November 2000.

'ﬁgr}m""D"é't'a'i‘l's': """ o THIS DOCUMENT CONTAINS HIGHLY RESTRICED
INFORMATION FROM A HIGHLY SENSITIVE SOURCE PERTAINING TO A HIGHLY
SENSITIVE INVESTIGATION. ACCESS SHOULD BE LIMITED TO THOSE WITH
A STRICT NEED TO KNOW. THIS DOCUMENT SHOULD NOT BE UPLOADED INTO
THE ACS SYSTEM.

T $8Y Attached to this EC is a report pertaining to a
subject who has recently surfaced as a candidate in the GRAYSUIT
investigation. WFO is opening a full investigation, codenamed
GRAYDAY, on this subject.
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To: National Security From: Washington Field

i Res IO [ 11/22/2000

LEAD (s) :
Set Lead 1:
NATIONAL SECURITY

AT WASHINGTON, DC

o ~-$8¥ Read and Clear.
i
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GRAYDAY

!)’U}CSQ GRAYDAY matches the] ____ |lead items virtually across the board. These include

the following categories of lead items.

()-8 Interaction with KGB (e.g., signal and deaddrop locations; periods of
activity/inactivity).

e Production (i.e., knowledge of or access to FBI, joint FBI/CIA, and USIC
information/operations/programs).

ﬁm. Computer and computer eIleYPtion expertise.
Tl 1T {&] Personal contacts/associations.
e {8 Personal items (e.g., family, Chicago background, financial situation, general

physical description, general voice pattern).

GRAYDAY ANDl

demonstrates how closely they match.

1. Professional/Work Assigsnments and Promotion

§U3. At the beginning of his cooperation in October 1985 Jinformed the KGB that

his identity and the information he was planning to pass to them had to be protected.
warned that his reporting, if viewed as a whole, would point directly to him.
Over the course of the operation, |demonstrated that he had extensive knowledge
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of FBI and joint FBI-CIA human and technical operations/programs as well as a wide
array of USIC operations/programs.

{8} (GRAYDAY was assigned as an SSA in FBIHQ's INTD/CI-3A Unit from 1984 to the

end of 1985 and then again from 1987-90. During these periods, he had knowledge of and
access to most of the sensitive FBI and joint FBI/CIA human and technical operations. He
also worked extensively with NSA and other components of the U.S. Intelligence
Community. CI-3 A Unit was the chief consumer and repository for documents and
material coming in from the USIC. GRAYDAY had access to all of this material.)
o[ Jinformed the KGB in May 1990 that because of a promotion, he will need to
go on business trips often and his access to materials will be 1imited.|i|told the
KGB that in July 1991, he plans to "return to expanded possibilities." In a return letter to

date to be determined), the KGB expressed its regrets that contacts would not be:

so regular, but reassured him by saying, "You may have a contact with us anytime you
want after staying away as long as you have to. So do your new job, make your trips,
take your time...And we'll be in a ready-to-go mode to come over to the drop next in turn
whenever you are ready: that is when you are back home and decide to communicate."
On September 3, 1990, the KGB told that he is brilliantly handling his new
responsibilities and he should not wear himself out with frequent trips. In a message to
the KGB (date to be determined),pologized for the delay in his reporting.

[ Jstated, "As you know, I have been traveling extensively. Iunderstand the
difficult times you face. I wish you the best. By June I should be useful again."

{8} (On May 11, 1990, GRAYDAY was reassigned from the CI-3A Unit in FBIHQ, where
he enjoyed immense access to sensitive CI and FI information, to the FBI's Inspection Staff.

This assignment entailed extensive TDY's to FBI field offices for inspections. )

ce - X8Y OnJuly 15,1991, |passed the KGB background briefings on the FBI offices

in New York, Salt Lake City, and San Francisco. In the same deaddrop package, he
included a disk with a message to the KGB.[___|told the KGB that he "returned,
grabbed the first thing I could lay my hands on." On August 15, 1991, the KGB phoned a
message tolzlm English: "Welcome back. It's good to know you are here. And it's
good for you to touch the green, green grass of home."

—{8) (GRAYDAY may have been traveling on inspection assignments prior to July 15, 1991,

possibly to NY, Salt Lake City, or San Francisco. It is conceivable that the above reference
touching the green, green grass of home means thatlzlwas overseas just prior to
August 15, 1991. GRAYDAY's travel will be reviewed in this regard.)
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""""" }Q On December 16, 1991 |passed a disk to the KGB telling them that he had
"an increase in salary and authority...moved him temporarily out of direct responsibility,
but a new mission for my new group has not been fully defined. I hope to adjust that...As
General PATTON said in his closing line of his speech in front of the Third Army before
the Allied invasion of Europe, let's get this over with so we can go kick the shit out of the
m purple pissing Japanese."

C&) (GRAYDAY was promoted to Unit Chief of the NSTL Unit in the latter half of 1991.

| The writer and the WFO ASAC for Branch 3 recall that
was partucularly fond of PATTON. The
writer also recalled that the above quotation was identical or similar to one which he
(GRAYDAY) had articulated to the writer on more than one occasion.)

—The NSTL Umt Was a new component with a new CI concept. I}(

e - On a disk passed to the KGB on July 15, 1991 I:lreported that he had at least

ﬁve years until retirement.

) (GRAYDAY was eligible or near eligible to retire in 1996.)

2. Interaction with the KGB

A I:lon his own volition, was inactive with the KGB for two lengthy periods
early in the operation: November 1985 to June 1986; and August 1986 to September
1987.

() (GRAYDAY was reassigned from FBIHQ to Chief of the POCKETWATCH Squad in
the FBI's New York Office (NYO) near the end of 1985. He served in New York
throughout 1986 and into 1987. During this period, it would have been difficult for
GRAYDAY to interact with the KGB in WDC. GRAYDAY's family did not move with
him to New York. GRAYDAY frequently returned to WDC on the weekends.)

A @ [ Jinitially proposed to exchange material with the KGB at a footbridge in

Nottoway Park in Vienna, Virginia. He also proposed signals sites in the area of
Courthouse Road, Lemontree Lane and Sutton Road. The footbridge in Nottoway Park,
which was subsequently given the codenames PRIME and PARK, remained the principal
deaddrop location throughout much of the operation. Most of the signal sites for KGB
calloutstof ____ Jand for have loaded and have cleared signals were located in and
around the Vienna, Virginia area, and along the Route 123 corridor and the GW Parkway.
The KGB and:|agreed to these sites because it was generally understood that
routinely traveled in these areas and along these routes.

Sporer ;
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{TH-—{8) (GRAYDAY's residence is on Talisman Drive off of Beulah Road, in Vienna, Virginia.
He has lived there since at least 1985. His residence is close to Nottoway Park and the other
principal deaddrop and signal site locations. His normal route of travel would take him
past many of the signal site locations. The KGB established a pole at the intersection of
Route 123 and Beulah Road as tlie "'V" signal site to call out GRAYDAY for operational
activity. This signal site is just down the street from GRAYDAY's residence.)

g;U‘ ,,,,,,, i

WDC NW area along routes to the old Embassy Building and the surrounding Tunlaw b7c

area.

%mﬁﬁi (GRAYDAY frequently traveled to these areas in WDC to drop his children off at
private schools. He also attended meetings of religious organizations in this area.)

L (%) On July 21, 1986, a KGB officer from WDC made a telephone call to a number in
New York, WMChI:Ihad given to the KGB, and left a message forlzl 2_6,
indicating that a drop in the WDC area was going to be loaded for him. ¢

- {%) (GRAYDAY was assigned to the FBI's NYO in July 1986 when the KGB made this
phone call to New York. It is not known at this time where GRAYDAY was residing at this
time or whether he had any connections with the individuals who were listed at the New
York residence where the telephone call was made.)

3. Production

AT {SY As noted earlier in this report,l Jhad knowledge of or access to FBI, joint M bl
FBI/CIA, and USIC information/operations/programs) fis replete with. ‘ iz
specific information and documents which] |passed to the KGB. Our initial review clearly b7C
shows that GRAYDAY had known or likely access to this information and these documents, b7D

although it should be emphasized that we have not yet identified all of these cases. Several
unique examples were selected to show how GRAYDAY matches the I:Iproduction.

EU’-cs;i Boris told the KGB in 1988 that he could read[ __file because a special be
project regarding I:lwas about to begin. b7e

Ul {8 (GRAYDAY was reviewing] |file in 1988 in connection with his b6
(GRAYDAY's) participation in upcoming FBI/NSA debriefings of] | b7C

bl

[ ]
}3( b3
bé
b7C
“SEERET 6




® ¢
“Spoxet

NSA.)

] Ry lhag knowledoe or accegnl

?m}ﬁSﬁ (While assigned to the CI-3A Unit, GRAYDAY had access and knowledge of all these
topics. GRAYDAY set up the computer system for the FBI/ NYO lookouts and had input

into the establishment of the computer system for WFQ's lookouts.)
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and FBI
and FBI

that they were cooperating with American intelligence.

T (%) (GRAYDAY was in CI-3A Unit during this period. He knew the MOTORIN and
YUZHIN cases and personally supervised the analysts who worked on the MARTYNOV

case. He also knew the true names of each of these sources.)

e () passed the] |
to the KGB in 1988.
l-18) (A copy of the] [was sent to the CI-3A Unit in August 1988.

GRAYDAY would have had access to this report.)
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i (8] (GRAYDAY worked on SDI and NRO Cl/security issues while assigned to CI-3A Unit.
The writer believes that GRAYDAY was the FBI representative to a group involved in the
Cl/security aspects of the SDI Program. He may have also worked on an NRO committee.)

4. Computer and Computer Encryption Expertise

ATy @ From the very beginning of his cooperation with the KGB in 1985,|I|pushed
the KGB to approve the use of computers and encrypted messages on computer disks for
communication purposes. I:lregularly proposed new ideas on the use of computers
and computer encryption, including the use of "forty trak" for encryption, computer
laptops, computer bulletin boards, etc.

" {S) (GRAYDAY is highly skilled in the use of computers and computer programming. He
had this expertise in 1985 when few CIA or FBI employees had such knowledge.)

S. Friends and Professional Contacts

m'}?&) Near the end of 1991,| |passed a message to the KGB informing them of the

following: |

%U?@ (The writer
recalled that| l

|The writer believes that his surname may be| |

iy

was obtainine NSA. information from an NSA emplovee

e (%] OnMarch5,1990]  |passed a disk to the KGB in which he disclosed that he
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L On February 9, l991,|:|passed the KGB a disk which contained information on
fourteen FBI/NYO agents in Soviet establishments in New York.lIltold the KGB
that he had discussions with the FBI counterintelligence leadership in New York,
includinglIlwhom he has known for many years.

e {8} (GRAYDAY has known:lfor years. GRAYDAY may have also been on an

official inspection staff trip to NYO during this period. If so, this could have given him a
pretext to inquire about such matters.)

6. Personal Items

e On August 19, 1991,:|sent the KGB a disk which included a historical lesson
on the effectiveness of Mayor Richard Daley in Chicago. The letter included[ |
philosophy on the Catholic approach to life. On October 7, 1991, the Russians sent a
message to| praising him for his "tour of Chicago" and his insights into how the
Chicago systém was applicable to the current situation in Moscow. also selected
"Chicago" as the word he would use in his letters to the KGB to trigger signal and
deaddrop activity.

U} (8) (GRAYDAY is from Chicago. His father was a Chicago policeman and GRAYDAY
was also a Chicago policeman. GRAYDAY professes strong, rigid views about the
correctness of the Catholic religion.)

T} 1K) On September 26, 1988, the KGB passed[ ____|passports, or at least information
about passports, in a deaddrop operation in WDC. On August 7, 1989, the KGB wrote a
message to GRAYDAY telling him that "You are a lucky man. This is not very often
that a man is given a wife both beautiful and clever. And cute kids with a taste for

knowledge and exploration...You've got it all at home and we wish you and your family
all the best."

.
o
e

{%) (The above passage appears to suggest that, at the very least, the KGB and[____ |
were exchanging information about passports. It is conceivable that the KGB passed fake
passports to| in connection with his earlier request for an escape plan. The above
passage also suggests that| [has shared information about his family with the KGB
and possibly even passed photographs of them to the KGB for passport purposes.
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GRAYDAY has an attractive wife, who is quite intelligent. He also has| |

=

(%) On February 9, 1991] lobserved |
at an operational site | [described| os middle age, tall, straight
dark hair, combed back, high forehead, swarthy skin, handsome features (women are.
attracted to men like this). [recognized him as the guy at another

deaddrop location on May 23, 1989. At that time| [was wearing a light brown’
trench coat, dark trousers, white shirt, tie. They recognized each other.

m(&) (GRAYDAY fits the general description in the above passage. He is tall with dark hair
which is combed off his forehead. He has a large head and would appear to have a high
forehead. He does not have dark, swarthy skin. However, iﬂ |observed
him during evening hours, this could be the impression he received.)

{8 (The writer believes that the:lvoice pattern is similar to GRAYDAY.)

the $50,000. He then said, "As far as funds are concerned, I have little need or utility for
more than the $100,000. It merely provides a difficulty since I can not spend it, store it or
invest it easily without tripping "drug money" warning bells. Perhaps some diamonds as
security to my children and some good will so that when the time comes, you will accept
by senior services as a guest lecturer. Eventually, I would appreciate an escape plan.
(Nothing lasts forever.)

| GRAYDAY has|
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Precedence: PRIORITY Date: 11/22/2000

To: National Security Attn: NS-1C

From: Washington Field

NS-33
Contact: | | b3

b6

Approved By: b7a
b7C
b7E

Drafted By: | bomd

Case ID #t | | (Pending) \/

Title: . P&] GRAYDAY

ESP-R
OO :WFO
Synops:.s ~{s] EC documents significant findings in the initial
review of Section 2 of GRAYDAY's personnel file.
f:m ,,,,, £ Der Fro =3
' D ify

(U) Full Field Investigation Instituted: 11/22/2000

Details: 8] THIS DOCUMENT CONTAINS HIGHLY RESTRICTED

INFORMATION FROM A HIGHLY SENSITIVE SOURCE PERTAINING TO A HIGHLY

SENSITIVE INVESTIGATION. ACCESS SHOULD BE LIMITED TO THOSE WITH

A STRICT NEED TO KNOW. THIS DOCUMENT SHOULD NOT BE UPLOADED INTO

THE ACS SYSTEM.

,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,, Reference WFO EC to FBIHQ captioned "GRAYDAY, ™

dated 11/22/2000 and attached report titled, "GRAYDAY - NOVEMBER

2000.

,,,,,,,, -3y FBIHQ and WFO NS-33 representatives conducted an

initial review of Section 2 of GRAYDAY's personnel file. The

following significant items were discovered during this review.

These items point directly to GRAYDAY as the person identical to

(i.e., the GRAYSUIT subject). b3

b6
b7C

M k - "6]‘_)) %‘ b7E
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To: National Security From: Washington Field

Re: (8 | [ 11/22/2000
il

1. (&) In GRAYDAY's initial (January 12, 1976) Agent Vocation
Record (FD-287a), which was found in the left section of the his
personnel file, GRAYDAY lists | |as one of his
rcferences. Ncocording to this reference, | | was | |
| | GRAYDAY
indicated that he has known| | for 15 years (i.e., since
GRAYDAY was seventeen vears old). This is the same | |
| | The writer
and other FBI personnel had recalled that GRAYDAY had a close
friend named | |

" e: The above information tracks perfectly w1th| I

pertaining to | nearjx<

the end of 1991, | | passed a message to the KGB informing them

of the following: | |

She was sterilized, 1s flat-chested,----hair, relig. fanatic,---a
witch, older than him. He was recently told that he would not be
promoted. _You can trv to approach him You can try a woman with
flattery.

GRAYDAY resided at Q53¥ WHITECEDAR Court_in Vienna,

rom January 1981 until his departure for an assignment
YO in September 1985. Althou it still needs to be
confirmed, the writer recalls that YDAY's family continued to
reside at the WHITECEDAR Court ress when GRAYDAY was assigned
to New York. GRAYDAY wo Teturn on_weekends to be with them.

(?EEQ~GRAYDAY was reagsidned to FBIHQ/WDC in August 15877 he 7 -~

purchased a home 9414 TALISMAN Drive,.Jjust off Beulah Road, 1n,1

Vlenna Vlrgl 2 T
st

Cgi (Not i I ST initially

i proposed to ootbridge in
Nottoway Park in Vienna, Virginia. He also proposed signal sites
in the area of Courthouse Road, Lemontree Lane, and Sutton Road.
The footbridge in Nottoway Park, which was subsequently given the
codenames PRIME and PARK, remained the principal deaddrop
location throughout much of the operation. Most of the signal
sites for KGB callouts to[_____ |and for the have-loaded and
have-cleared signals were located in and around the Vienna,
Virginia, area, and along the Route 123 corridor and the GW
Parkway. The KGB and agreed to these sites because it was
generally understood that routinely traveled in these areas
and along these routes. GRAYDAY's residence at WHITECEDAR Court
is adjacent to Nottoway Park in Vienna, Virginia, and extremely
close to the Courthouse Road, Lemontree Lane, and Sutton Road
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To: National Security From: Washington Field
Re: () | | 11/22/2000

areas. His later residence on Talisman Drive is just up the
street from the intersection of Beulah Road and Route 123, where

the KGB had selected signal site "V" to call him out for deaddrop
activity.

L -}8] There are several examples of[_______ |handprinted
messages or letters to the KGB. There are also several examples
of GRAYDAY's handprinted material in his personnel file. FBIHQ
and WFO personnel involved in the GRAYDAY investigation have
compared this handprinted material and have observed many
similarities. It appears that and GRAYDAY's handprinted
material are identical. WFO will request FBI handwriting experts
to conduct an evaluation gf this handprinted material to
determine if they match

a8y (GRAYDAY BOPTd if_ the FRI_on January 12, 19768. He would
have twenty years service as an FBI SA and would be over 50 years
of age in 1996./ In the FBI system, GRAYDAY was eligible to
retire in 1996%

{l}-(8§ (Note: On a disk passed to the KGB on July 15, 1991, [ |
reported that he could retire at the earliest in five years
(i.e., in 1996.)

LEAD (s) :
Set Lead 1:

NATIONAT: SECURITY

AT WASHINGTON, DC

Read and Clear.
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SEGRET
FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: 11/30/2000

To: .National Security Division Attn: SSA |
NS-1C

From: Washington Field
NS-33
Contact: IRS | |

Approved By: | |

Drafted By: | lgf

CaseID# Y | (Pending)

U Titles (%)  cravDAY
ESP-R

Synopsis: 8] Request for FBIHQ records regarding captioned
subject.

[L1 erived From +— G-
D ity Oms

7€) Full Investigation Instituted: 11/22/2000

- Administratives — WARNING: INTELLIGENCE SOURCES AND METHODS
INVOLVED. THE INFORMATION CONTAINED IN THIS COMMUNICATION WAS
RECEIVED FROM EXTREMELY SENSITIVE SOURCES WHOSE RELIABILITY HAVE
BEEN DETERMINED.

U 8} DISSEMINATION OF THIS INFORMATION COULD CAUSE THE
COMPROMISE OF THE SOURCE OF THIS INFORMATION. THE INFORMATION

CONTAINED WITHIN IS NOT TO BE DISSEMINATED OUTSIDE THE FBI AND
THE DEPARTMENT OF JUSTICE WITHOUT PRIOR AUTHORITY.

e — {8 SUBJECT MATTER IS HIGHLY SENSITIVE AND SHOULD BE
CLOSELY MATINTAINED. A BIGOT LIST HAS BEEN MAINTAINED ON THE
CASE. THEREFORE, WFO/NS-33 IS TO BE ADVISED OF THOSE INDIVIDUALS

WHO HAVE ACCESS AND KNOWLEDGE OF SUBJECT MATTER AS A RESULT OF
THIS COMMUNICATION.

L — 8] THIS COMMUNICATION IS NOT TO BE LOADED INTO THE
FBI'S AUTOMATED CASE MANAGEMENT SYSTEM (ACS).
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To: National Security Division From: Washington Field

Re: (=) | | 11/30/2000

Details: {8 WFO/NS-33 is evaluating the movements and
activities of captioned subject in an effort to verify his
reported contacts with KGB/SVRR officers beginming in Cctober
1985. We have acquired a record of his travel as an Inspector's
Aide during the period June 1990 - June 1991. To date, we have
little information regarding subject's whereabouts on any given
day for the period 1985-present.

CE§ Most agencies have access to the Department of
Treasury's U.S. Customs| | database, which contains a
record of travel of people entering U.S. airports during the
period 1982 - present. This information would be very useful to
us in tracking subject's travel; however, there is some question
as to whether searches of this database can be tracked. Subject
likely has access to this database at OFM/DOS. It is not known
whether subject could determine whether his name had been used to
locate travel records in this database.
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To: National Security Division From: Washington Field

Re: (%) | | 11/30/2000
mj
LEAD(s) :

Set Lead 1:
NATIONAL, SECURITY

AT WASHINGTON, DC

B o) 1. Provide available voucher, ingress/egress
(into FBIHQ), and leave records (annual/sick) re captioned
subject for the period 9/85 to present. Caution should be
exercised if computer database searches are queried for this
information, as subject is extremely capable and knowledgeable of
computers and computer technology. He has extensive experience
in this area and has been known to break into others' computers.

L —— (8¢ 2. Determine whether a search of U.S. Customs
[:::::::](travel) databases would leave traces which could alert
subject. If not, query subject's travel for the period 1982 to
present and forward to WFO. WFO is unaware of any aliases used
by subject.

*"
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This document contains neither recommendations nor conclusions of the FBI. It is the property of the
FBI and is loaned to your agency; it and its contents are not to be distributed outside your agency.

| | SEERET

b6
b7C
DECLASSTSY [H: 12-21-2025
DaT=: De-28-2017
U.S. Department of Justice
Federal Bureau of Investigation
Washington, DC 20535
December 28, 2000
bl
b7E
18] The Federal Bureau of Investigation (FBI),
Washington Field Office (WFO), is attempting to identify
individuals with possible asset potential for a sensitive FBI
investigation. The below listed individuals have been identified
as potential assets for the before mentioned matter:
NAME SOCIAL SECURITY #
b6
b7C
b7D




NAME SOCIAL SECURITY #

'Q'H'?"'"” The Central Intelligence Agency (CIA) is requested
to query the CIA employee database and determine if the before
mentioned individuals have any affiliation with the CIA.

[ ~(8) Please direct any future correspondence concerning
this matter to the attention of Special Agent| |
of Squad NS-32 of the FBI's Washington Field Office, 601 4th

Street NW, Washington, D.C. 20535, telephone| |

bl
b3
b7E
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b7C
b7D
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¥ DEciassreiet BY waiie [::::::::::] b6
OH Be-pe-2017 b7C

FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: 12/05/2000
To: Washington Field Attn: NS-33 ‘
SUPVR | | b3
b6
From: Washington Field - b7c
NS-33 b7E
Contact: SA |
Approved By: 'Y)\CE E
=
i Drafted By: | lcat
Wb L
Vease ID #: 0%y | |
Mritier GRAY DAY;
ESP-R
I} ~8ynopsis: 8] Request SAC authorization to maintain all ELSUR
indexing on the squad.
e Dert rom—+G-3
o De ify : 1
T petails: Due to the sensitivity of captioned investigation,
SAC authorization is requested to maintain all ELSUR indexing on
the squad throughout the duration of this investigation. At the
conclusion of same, indexing will be conducted in accordance with
normal Bureau policy.
{0} Captioned investigation is a restricted access
investigation with need-to-know caveats. Therefore, ELSUR
coverage information including intercepts, will be excluded from
the ELSUR Automated Record System (EARS) until the investigation
has been closed. When the investigation is closed all court
orders and intercepts will be forwarded to the ELSUR Unit for
in¢lusion into EARS.
T IRS | |will maintain the ELSUR index for the -~ b3
investigation on squad NS-32 in room 5061. bé
b7cC
b7E
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Biaalid 1 4 (C I
DECLASSIFY UH. 1238100580
HATE: O:2-08B-2017

ALl INFUBMATION CRTATNED

HEREIN 15 UNCIASSTIIRI R BT
WHERE SHUWH OTHEBWIGE

Precedence: IMMEDIATE Date: 12/14/2000
To: National Security Attn: SC | b3
b6
From: Washington Field b7cC
NS-32 b7E
Contact: SA|
A l%>
Approved By:
/
Drafted By: | |2»4
W
Case ID #:{%) | | (Pending)
U pie1es £%)  GRAYDAY
ESP-R
{0 Synop'si's':"'~~~~~ Lead set for NSD to approve operational concept
relating to possible imminent dead drop activity.
(U) Derd From - -3
De v s 1
ﬁHW'CK) """ Full Field Investigation Instituted: 11/22/2000
ing a meeting at NSD on 12/05/2000, WFO SSA
Squad NS-25 (SVR, Line KR), advised that a b6
routine ACS review had been conducted that date by a squad case b7C
agent. This review had revealed that as recently as 11/30/2000
captioned subject had accessed and/or printed ACS serials from
WFO files relating to FCI investigations connected with Line KR.
iU $&{ On 12/14/2000, the same case agent, who is now
witting to this investigation, reported that additional ACS
reviews by him had determined that during October and November
2000 (ACS does not permit a case review earlier than October),
the subject had accessed and/or printed serials conta 1n1ng>&<
information related to 15 bl
collection and review OF these serials is being undertaken, and b3
the results will be forwarded separately. An initial review of igc
7 M b7D
- ‘T:ﬁf“: b7E
e’.n{ ﬂ.& ’ ‘. _..—:.:_.—-—-’
’i 4
e w  DECI8
Stad : W
0"!9 : ' . .
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To: National i From: Washington Field
Re: (&) 12/14/2000

- b7E
(T
:ﬁK: the serialsg| s “|lsuggest this source may possibly 2;
have been compromised, eitcher on the basis of his information or bE
his current location. b7C
T 8] Based on the pattern noted by NS-25, a similar 7D
review of ACS records relating to the GRAY DECEIVER investigation
was conducted by NS-32/33 on 12/14/2000. This revealed that
during the same October/November 2000 period, subject accessed
this file, and apparently succeeded in reviewing serials
contained therein. These serials are being reviewed and
photocopied by investigators.
]
L — (%) On 12/13/2000 the FBI Laboratory advised subject's
:ﬁqz ,,,,,,,,,,, fingerprint (s) were positively identified on wrappings of a
package[ o ~]this package bl
contained Information which the KGB agent | [Eransmitted to b3
the KGB. It wo refore appear as though captioned subject bé
is identical toI b7¢C
b7D
e (8] WFO cannot yet determine whether subject is an
active SVR agent. Some of his recent movements, as observed by
the SSG, appear somewhat suspicious, though inconclusive. One
telephone conversation with his wife, relating to money, is also
both suspicious but inconclusive. His queries into ACS may be an
act of self-preservation rather than at the behest of the SVR.
Regardless, hisg recent ACS retrievals concerning ongoing
investigations and sensitive sources are alarming. This concern
is heightened by the fact that during October and November 2000,
KR officers under physical and/or GPS surveillance have been
engaged in activities possibly suggesting drop activity, in
locales known to be associated with[:::fij These activities b6
appear to shadow the subject's ACS retrievals. b7c
L
8] A review of the information concerning[____ Jas bl
:ﬁgi ,,,,,,,,,,,,,,,,,,,, reflects that drop activities relating to b3
IS agen OOK place on 12/26/1988, 12/25/1989, and 12/16/1991. bé
Specifics beyond 1991 are unknown. b7C
b7D
o %% Assuming subject is[:::::] that he is an active ' bl
agent of the SVR, and his recent ACS retrievals are preliminarv b3
o dvon ackiwity, it is possible information 'fjﬁ( b6
could be intended for transmittal on or about b7cC
I2725/2000, if not already passed. b7D
2




To: National Securit From: Washington Field
Re: (%) | 12/14/2000 b3

b7E

m

o

08 Therefore, WFO recommends the following general
course of action:

ST (8) For the sake of the sensitive sources, the FBI

should not allow the subject to pass a package to the SVR. If
subject is detected filling a dead drop (assuming dead drops are
the method by which informatjion is still being transmitted) his >§i

package should be retrieved. of-the bl

trade craft used in the |[operation 18 dated, a package b3

substitution is ill-advised. 1In the event of a substitution, the bé

SVR will likely conclude the FBI is responsible for the switch. b7C

While the concept of opening a package prepared by the subject, b7D

documenting its contents, evaluating those contents, and then

deciding whether to let it fall into SVR hands is appealing, it

is not practical. It appears that as a general rule, the drops

used in connection with the[ __ |operation were cleared in a

short time period. Likely there will be little time for opening,

documenting, and most importantly evaluating the contents of the

drop, particularly if it contains encrypted computer disks.

Therefore, WFO recommends any drop made by the subject be taken,

and the SVR left wondering why the drop was not filled. i

'''''''''''''''''''''''''''''''''''''''''''''''' 8] To this end, prior to 12/22/2000, WFO will attempt

to effect gurveillance of two dropn sites near the subject's

residence. {these-sites-were used-on }Xi bl

multiple oCCTaSIONS. Neither site is conducive to coverage via b3

automobile or discreet pedestrian observation. Preliminary b6

technical surveys to determine the feasibility of video b7C

surveillance have been encouraging. b7D
] () Based on[___ ]| history during the Decembers of bé

1988-1991, WFO considers the Christmas 2000 weekend a logical b7C

time for drop activity, based on the assumptions mentioned above.
Special attention will be afforded to the area near subject's
residence wherein both these two established drop sites are
located. The goal will be to identify and document any
transactions between the subject and the SVR. If either of these
two established sites is used, the probability of success in this
effort will obviously increase.

rrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrr (K) If the subject is observed dropping a package, WFO
recommends it be retrieved and not replaced. If a package is
pPlaced in the drop by the SVR, WFO recommends the subject be
allowed to retrieve it.

_BpeRET_
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To: National Security From: Washington Field

Re: (8] | | 12/14/2000

,,,,,,,,,,,,,,,,,,,,,,,,, If this general operational approach is acceptable

“to NSD, WFG will take additional steps to plan for this

operation. If another course of action is required, NSD is .
requested to make it known to WFO quickly, so that an appropriate
plan can be devised and executed.

b3
b7E




To: National Security From: Washington Field

Re: g} | | 12/14/2000 b3
ij” b7E

LEAD (s8) :

Set Lead 1:

fﬁy"'"'"'"'"'wﬁﬁ """" """" """"" Approve the course of action generally described
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FEDERAL BUREAU OF INVESTIGATION

Precedence: IMMEDIATE Date: 12/20/2000

To: National Security Attn: SC |

From: Washington Field
NS-32
Contact: SA|

Approved By: 7

Drafted By: | |

éé"e”ID“#f“”Q{) | | (Pending)

Title: """""""" w GRAYDAY
ESP-R

e S ey

Synopsis: (&) Contingencies concerning flight risk are provided
for NSD approval.

S De ) Fro . -3
D ify :

(8) Full Field Investigation Instituted: 11/22/2000
$8] Reference: WFO EC 12/14/2000.

Details: 8] As summarized in referenced communication, the
subject has recently reviewed numerous FBI documents relating to
sensitive sources and investigations. While it cannot yet be
determined whether this activity is on behalf of the SVR and/or
for personal security reasons, it must be concluded the subject
is aware WFO is conducting espionage investigation(s) to root out
KGB/SVR agents within the U.S. Intelligence Community. It is
quite possible that in reviewing documents relating to the GRAY
DECEIVER investigation, he has recognized that the KGB/SVR agent
WFO is seeking is himself.

b6
b7C

b3 .
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9 SEoReT ]
To: Natiq i rom: Washington Field
Re: 18] 12/20/2000

m

s

{8y Given the likelihood subject is on guard for signs
he has come under FBI scrutiny, the possibility of flight from
the United States is a serious concern. Given his apparent
knowledge of sensitive sources, he cannot be permitted to leave.

,,,,, 08 Accordingly, the ongoing SSG physical surveillance

—of the subject will be augmented with SA personnel. Should the

subject fly domestically, surveillance personnel will attempt to
board the same aircraft, and the subject's ultimate destination
determined. Should the subject attempt to leave the United
States, he will be detained by the agents involved in the
surveillance. An interview will then be attempted.
Recommendations in this regard will be separately submitted.

b3
b7E
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To: National Security From: Washington Field

Re: [g) | | 12/20/2000

LEAD (s) :
Set Lead 1:
NATIONAL: SECURITY

AT WASHINGTON, DC

08§ Approve WFO's plan to detain the subject should he
attempt to depart the United States.

144
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DATE: 02-28-2017

FEDERAL BUREAU OF INVESTIGATION

ALL TWECBMATION UHNTATHRL
HEREIN I URLIAGSIFIEL EXCRDT
WHERE SHUMWH CTHERWISE

Precedence: ROUTINE : Date: 12/22/2000
To: National Security Attn: SC | 22 '
From: Washington Field b7¢
NS-32 _ b7E
Contact: SA] |
=z
Approved By: ;E*
Drafted By: | |Z§ﬂ
W cage 10 #:08] | | (Pending)
Title: (&)  GRAYDAY
e e ESP-R
Synopsis:. {8 NSD authority is requested for use of source
{lIinformation in the event of an emergency subject interview.
(0) Dex i From +—G-3
D ify T 1

{I}-0%) Full Field Investigation Instituted: 11/20/2000

e Reference: g} WFO EC 12/20/2000.

Details: (8] Referenced EC requested NSD approval of WFO's plan

%UTfEOMdéEain ,,,,, subject should he attempt to depart the United States
* unexpectedly. Such a detainment would be triggered by the need
to prevent the subject from possibly compromising sensitive
sources. While the exact circumstances leading up to this action
cannot be anticipated, WFO would detain the subject if it were
concluded he intended to leave the U.S. and not return; in short,
that he was attempting to flee. Even if the subject objected to
this action, he would not be permitted to proceed.

) 8] As soon as possible in the wake of any such
detention, WFO will attempt to conduct a subject interview. As
it is unlikely the designated interviewers will have effected the
detention, some time will pass until the interview begins. The
purpose of the interview will be to solicit the subject's

b3
} <T bé

Shhiniltnd D) FPER U ] b7c
ﬁ e I

b7E
.




To: National Security From: Washington Field ‘
Re: (&) | | 12/22/2000 b3

. b7E
{T}

cooperation in obtaining details concerning the nature and extent
of his relationship with the KGB/SVR. At the conclusion of the
interview, the subjcct will not be alleowed to depart the scene,
while appropriate authorities are apprised of the results.
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To: Natio i From: Washington Field \
Re: [ 12/22/2000 b3
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To: National Security From: Washington Field

Re: O | 12/22/2000

o :
LEAD (s) :

Set Lead 1:

NATIONAL SECURITY

AT WASHINGTON, DC

*"
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FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: 12/28/2000
To: National Security Attn: NS-1C
SA bl
From: WFO b3
NS-32 b6
Contact: SA b7C
b7E
Approved By:
4
Drafted By: | [smh
Case ID #: (8§ | (Pending)
) (
Title: [8{ GRAYDAY
T ESP-R
1] 00: WFO
bl
b3
b6
>£< b7C
b7E
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To: National Security From: WFO
Re: (7 | | 12/28/2000 bl
b3
11 b7E
) Synopsisg: Initiation of seven new Preliminary Inquiries.
g Déri From - =3
De Y : 1
(w) b7E
U1 Enclosure(s): {8 Three copies of a LHM dated 12/28/2000.
Details:
b1
b3
b6
b7C
= " b7D
oy
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To: National Security From: WFO
Re: ;33 12/28/2000
a
i 27
)

employee database and determine if the before mentioned
individuals have any affiliation with the CIA. WFO will hand
deliver, UACB, a copy of the enclosed LHM to FBI SA

[:::::::] CIA, CEC, during the week of 01/01/01.
*
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INVOLVED. THE INFORMATION CONTAINED IN THIS COMMUNICATION WAS

G B2-27-4017

FEDERAL BUREAU OF INVESTIGATION
Precedence: ROUTINE Date: 01/08/2001
To: National Security Attn: SSA| b3
NS-1T b6
b7C
From: Washington Field b7E
NS-32
Contact: SA
Approved By:
‘ 7
Drafted By: | |ceet
“case ID #:(X) | | (Pending)
“Title: &)  GRAYDAY
ESP-R
--8ynopsis:—{& Request for FBIHQ records regarding captioned
subject.
() Deri Fr + G-3
De ify X1

(8§ Full Field Investigation Instituted: 11/22/2000

,,,,,,,,,,,,,,,, ) WARNING: INTELLIGENCE SOURCES AND METHODS

RECEIVED FROM EXTREMELY SENSITIVE SOURCES WHOSE RELIABILITY HAVE
BEEN DETERMINED.

rrrrrrrrrrrrrrrrrrrrrrrrrrrrrrr (8) DISSEMINATION OF THIS INFORMATION COULD CAUSE THE

COMPROMISE OF THE SOURCE OF THIS INFORMATION. THE INFORMATION
CONTAINED WITHIN IS NOT TO BE DISSEMINATED OUTSIDE THE FBI AND
THE DEPARTMENT OF JUSTICE WITHOUT PRIOR AUTHORITY.

(2] SUBJECT MATTER IS HIGHLY SENSITIVE AND SHOULD BE

CLOSELY MAINTAINED. A BIGOT LIST HAS BEEN MAINTAINED ON THE
CASE. THEREFORE, WFO/NS-33 IS TO BE ADVISED OF THOSE INDIVIDUALS
WHO HAVE ACCESS AND XKNOWLEDGE OF SUBJECT MATTER AS A RESULT OF
THIS COMMUNICATION.

rrrrrrrrrrrr -$8) THIS COMMUNICATION IS NOT TO BE LOADED
INTO THE FBI'S AUTOMATED CASE MANAGEMENT SYSTEM (ACS).

EERE b3
. . SEANCRED TNBEXED bé
STRIALIZED D,  b7C

E b7E
& -8
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To: National Security From: Washington Field

_Re:. &) | | 01/08/2001
iU}"“é”éiISf” """ """" €} As part of captioned investigation, WFO is

evaluating all aspects of the subject's travel and movements from
October 1985 through the present. Due to the nature of this
investigation certain record checks cannot be conducted in the
usual manner as the subject may be capable of accessing those
checks. FBIHQ is requested to provide WFO with the following
information once FBIHQ has made a determination the information
can be obtained without the subject becoming aware of his/her
name being checked. Below is a list of checks WFO requests:

-“1. All vouchers (travel and otherwise)

“2. 1Ingress and egress into FBIHQ (SAC badge printout)
3. All annual leave records
4. All sick leave records
5. 1Indices checks
6. Bureau credit card records
7. Photos from SAC badge and credential
8. All Bureau property records
9. All firearms qualification records
10. All Bureau approved firearms records
11. Full Personnel Security file prior to 1994
12. FBIHQ Personnel Assignment charts from October 1985-present
13.[::::%::]search (1f no record is recorded)

only be conducted once a determination has been made that the
subject cannot identify that the checks have been made.
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To: National Security From: Washington Field

Re: &) | | o1/08/2001 b3
T b7E

{0

LEAD (s) :

Set Lead 1:

National Security
at Washington, D.C.

&) FBIHQ is requested to provide the following record

‘checks to WFO, NS-33, after a determination has been made that no

lead trail is generated from said checks:

A1l vouchers (travel and otherwise)

Ingress and egress into FBIHQ (SAC badge printout)

All annual leave records

All sick leave records

Indices checks

Bureau credit card records

Photos from SAC badge and credential

All Bureau property records

All firearms qualification records

10. All Bureau approved firearms records

11. Full Personnel Security file prior to 1994

12. FBIHQ Personnel Assignment charts from October 1985- present _
[::::%::]search (1f no record is recorded) b7E
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To: Nati i From: Washington Field
Re: [&] 01/08/2001 b3

b7E
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BM pe-27-2017 ‘ b7C

Indicate the type of Lead [CIRCLE ONE] S

INTERVIEW INVESTIGATIVE @NISTRA@

Lead-Date: ls;! o\ DEADLINE-Date:

Lead Description:

FBRILA A\, COV\&ULC& T‘C_C(‘NEQ Cy/\zc/\"—ﬁ . S -@“0\;\)3 A
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(@. sick Leave recerds '

G andicoe C/Q/\Q_c%,s @ ERTUA ?er-snvw\e,Q A'ssxsvxmm.g‘ ca\éf{-s

@ Bt ciedk cord cocards Gonn 685 -Fresed

ﬁ- Q"\o'\'uS Ceana SHAC Ina\oﬁi‘t. ha CFPDQ@«AQ\:SXS
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mv F\ ;"f-oJ‘MB a‘ud“@\éa&\b./\s {ecerds @J | <Pmr00/\ b7E
D DFE 7G3
D IF 94!

++++++LEAD ASSIGNMENT-++4++++

LEAD-OFFICE: FRTHO CIA_, OTHER)
ASSIGNED-TO:- SSH#-

bé
T Ub7C

SQUAD/UNIT: _FRIT AR NS~

+++LEAD DISPOSITION:+++

COVERED-DATE:

COMMUNICATION RECEIVED BY NS-33: (YES) OR (NO)

TYPE/DATE OF COMMUNICATION RECEIVED:
(EC, 302, LAB REPORT, ETC)

COMMENTS/RESULTS:
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FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: 11/29/2000
To: Washington Field

From: Washington Field

NS-33 _
Contact: SA| b3
b6
Approved By: b7C
PP Y | | b7E
Drafted By: | |rkk\/ '
gy C28e 0 #: (% | | (Pending)
Title: (%)  GRAY DAY
- ESP-R
Synopsis: - {8) Amateur Radio call signs.
117 A
L — 08 Deri From -3
De ity s 1
L1
T e ails: 8] WARNING: INTELLIGENCE SOURCES AND METHODS
INVOLVED. DISSEMINATION OF THIS INFORMATION COULD CAUSE THE
COMPROMISE OF THIS SOURCE OF INFORMATION. THIS INFORMATION
SHOULD NOT BE DISSEMINATED OUTSIDE THE FBI AND THE DEPARTMENT OF
JUSTICE WITHOUT PRIOR AUTHORITY. THIS COMMUNICATION SHOULD NOT
BE UPLOADED INTO THE FBI'S AUTOMATED CASE MANAGEMENT SYSTEM
(ACS) . )
L — % A hidhlv sensitive source providedl | |
SA
b6
| conducted a search on a covert Internet computer b7C
on_the] | b7D
[ 1
B he following names were searched: | | b6
and | | b7C
reported | | b7D
| | The addresses
associated with] [are from| |
The significance of these hits are
still being analyzed.
b3
SEERET b6
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To: Washington Field From: Washington Field

SECRET ®

Re: & | | 11/29/2000 b3
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EXENPTED FROM AUTTOMATIC

S DECLASSTIFICATION 1
AUTHORIIY DERIVED FROH- ALL INFOFMATION CONTAINED

FEI AUTOMATIC DECLASSIFICATION GUIDE EEPFIHEIQ UHL%ﬁ;bIFIED EXCEFT
EXEMPTION CODE ZEX{1) EERE SHOUI OTHERWISE
DATE O1-31-2013

’

Thank you for the 50,000.

I also -appreciate your courage and perseverance in the face
of generically reported bureaucratic obstacles. I would not have
contacted you if it were not reported that you were held in
esteem within your organization, an organization I have studied
for years. I did expect some communication plan in your
response. I viewed the postal delivery as a necessary risk and
do not wish to trust again that channel with valuable material.

T did this only because I had to so you would take my offer
seriously, that there be no misunderstanding as to my long-term

value, and to obtain appropriate security for our relationship
from +ha otrart

You place a microcomputer Thulletin poard. ac

This Tocarion Jith appropriate encryption|

15|

As far as funds are concerned, I have Tittle need or utility
for more than the 100,000. It merely provides a difficulty since
T can not spend it, store it or invest it easily without triping
"drug money" warning bells. Perhaps some diamonds as security to
my children and some good will so that when the time comes, Yyou
will accept by senior services as a guest lecturer. Eventually,
I would appreciate an escape’ plan. (Nothing lasts forever.)

(e Let us use fthe same site again, Same timing. Same signals.
i J """"" On September 9.

. I can not provide documentary substantiating evidence

. without. arousing suspicion at this time. Never-the-less, it 1is

: tyom my own knowledge as’a memoer of the comménity effort to

i capitalize on the information from which I speak. I have seen

‘were not introduced. The names were provided to me as part of my

Guties as one of the few who needed to know. You.have some

iavenues of inquiry. Substantial funds were provided in excess of

what could have been skimmed -from their agents. The active one

.has always (in the past) used a concealment device ~- a bag with

| bank notes sewn in the base during home leaves.
One other item. NSA has a new technique |

5]

(BT TR

"video tapes of debriefings and physically saw the last, though we -

bl
b3
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b3
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EXEMPTED FROM AUTOMATIC ALL INFURMATIUN CONTAINEL
LECLASSTFICATION HEREIN IS UNCLASSIFIED EXCEPT
AUTHORITY DERIVED FROM: WHERE SHOWN OTHEEWISE

FEI AUTOMATIC DECLASSIFICATION GUIDE

EXEMPTION CODE 25X{1)

DATE 01-31-2013

"I apologize for the delay since our break in
communications. I wanted to determine if there .was any cause for
oncern over security. I have only seen one item which has given

|:E:|e pahse. When the FBI was first aiven accoce tn Viectar
Do-}-rnxn ch Cihndarev  thew asked

: if
Gundarev KIlew ViKCTOr CherrRasnin. I thougnc thls unusuarl. I nad bl
seen no report indicating that Viktor Cherkashin was handling an - b3

important agent, and here- -to-fore he was looked at with the usual
lethargy awarded Line Chiefs. The questlon came to mind, are
‘ they somehow able to monitor funds, ie., to know that Vlktor-
' Cherkashin received a large amount of money for an agent? I am
- unaware of any such ablllty, but I might not know that type of
“5,source reporting.

&) -
SPREER

If you wish to centinue our discussions, pieass nave
someone run an advertisement in the Washington Times during the ™
week of 1/12/87 or 1/19/87, for sale, "Dodge Diplomat, 1971,
needs engine work, $1000." ive a phone number and time-of- -day
in the advertisement where I can call. I will call and leave a
phone number where a recorded message can be left for me in one
hour. I-will say, "Hello, my name is Ramon. I am calling about
the car’'you offered for sale in the Times." You will respond,
"I'm sorry, but the man with the car is not here, can I get yvour
number.". The number will be in Area Code 212. I will not
specify that Area Code on the line.
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VAT =13,” Sulder,
very 9d, Moy,
t1azaticbunt fof cath,
343-41311 30171 dva, 1y,

new cluten,
0g cund,

PORBCHE - 13, 14Twhing|
witvown teather Injetlor, Mo\[
onllont, yxcellonty conditton!

331,000 of aiter, Jeif ‘3404342, )
REHAULY '82 LaCAR DELUX
1K mlj amn/lin/carssite
delroil & winets, rull fr

cond, 31430, §1:! s34,

RENAULT - *13, Fue0o, 'Nrbo. l
md: at, Dy/ob, alarea casseble,
B emly tlives, c1oih Intarion
Sharp, $portvl $40954240:3405,

RERAULT = ‘84, ALLIANCE, &
SPD., AIC AMIPM QASS,
1368, 1318/ N -

oo R S,
RENAULT =44, Alllapce U, 400!
aulo, 8/¢, AY/PD, em/lin, reac da-
Ileu. , #lan) condl
owagr, 0olde alrosds
|SSO°.W")| 431, 1133420844,

FIAT =2, $plaer Convertitle, &
10red, potd condlllan, $1400/best

NERAULY -3¢, El\(alc. 1 dr |

NONOA

e Ty ~LOw MONTHLY PAYWENTS | arer, Catl Rav, W2-2372
HOelg, XLCRnIM. gXCEL. | OODALe ‘l!. 5-“. avle., cat,.| ALLLINES OF INSURANGCE - - -
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Ts foried A Sagioes Aling | Gosotior ovsd b 1855 AAT76 %19
i ahier. (-0 [y ANTIQUES & CONVERTIBLE, Looky & runt
TTGOLOWING GL1000 63 Al.os evlt 3 1sa; | CLASSICS 9590, $11006r L tutlar, 259190,
i IMbl!'l:I“h.Iw\l'“i. wllmlcnu rulnll.m:hm‘l,c AUSTIH HEALEY 3000 - 43, re- | EIAT—2t, $PIOCR CONV,, EX.
= T} « |° AW th nm rridl llon‘ﬂl.olularlu n‘x’:’.,, Destoltar CiULgoNDI MOIOR OVDEI';.
over 4433 M, .
W T . e FERENTIALY Whllllﬁlltl
ﬂﬂgmtﬁ’\l«?&oo LooT. (W ExSTCCERY AUSTIH HEALEY 60 Roal/Red Inlorlor, AMAIEM ST Ex
VICCOND.oIOMEBXTAAL | eunlt Masrntibs anongine | 5, SUOCTE SEMTE, e | S80sEAMET (THG BT RA
e e T T L By e e e Tl I ok )
Gold W1 2400} rucks - FIAT =8, Bt -un.nl <on-
'4‘8“353".1 ﬁﬁ'&t\.’cﬁ FOR0n 2 Tow trvck, Noimet 1. -Auslin London Ta:l alfon, K iy, im
2 A He, § speed,
R R e ‘""’m’;:"““uw — i 4 sed Gy Y bon BTt verre Gen
1o, 3 ! E5TA =20, 1da0r, Ratchback, &
! “"“’ Ay “"'&m: ﬂnﬂr.Armlnh. 2o bodn Flest
SRy 3900, $101 24 Va,
Re100, 4 erls 4 apd HOHOA ~*13, nr.hw - ln\.
e TR 1edylT) engine, 11K
“NONMN' mﬁEMCUmmH“ 25eree, $2000/017, 349,448 Ve, 1 Ueiortesve muvisven o
¥ Y irandver Tennsvivenidl, -
DL WIS RN, FORD_ 1L FARKL T an taka® | BUICK- s 3, ol K erie HONDA ‘75 CIVIC
penlde dums sritem, Cabtw Deaker/ilfesiiusoen. | Musl sell, o5 1y, 1500/beat otler,

Call 357231,

helch, e3¢, Con o1l olt, over
$4509, $41:7528, 0 .lw\nm.
SAAB &', 4 dry, 4 40d) new

cadialy, neess Marioh e|nvrwlu
9ood condlilon, 4300, 17743

BAAD ="M, 900 Turto, 2 A, lll-
vu.lulhu. Inter.,
mitm, et exd, cond.
lll.sbo 70101,
BAUB— M, EMS, maroan, ) or.
mllm uu.. bodr/intar.
Dll’l(l- & s1c, cand.
$4300/alr. Cvn. m.m:

SUBARU =L, GL4, 4d¢., hlncl.

My
1710344403472, 112100 Md,

TOYOTA *7§ COAOLLA
& 1peed, ntw Dallery, tuns 9o0d,
(LI TIRITIA
*  TOYOTA ‘0 CELICA O
$ spd; amilm, good condliton
sidls.. 7653335

TOYQTA = I8, AI7. atniim, va,
commuler car, VOIX ml,,
HI0/best alr, 122 u.m i §p.m.

TOYOTA ~*10, SUPRA. awl
/¢, 93/pb, & /im Aereo,
e, cunulllon IJIW. a4,

HONOA 10, Atulu. sulo., p/t,
a

10, Praluds, loaded,
exc: cond., my 1ell,
13 . $33-420) dav/ 3

1), Catica Cope, GT,
Mol gray, 13K, suto, e/¢, am/im
Cats, pe/bly, crulie, aulo sunel,,
1owner, 11130, 1330431,

TOYOTA~

"°"°*:,.;:_‘",1,'.', ﬁ&',‘,ﬁ :"I‘t.l;l”vd"":‘ "!.."‘~ 63 mitas, ,lwm..»lnq.moo/olr.m 2080,
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=L 70 thadew Sk, | FORD« 81, RANGER, X1, Ho T
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ok raw
, 70
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I rall bar, nw\lnt boardi,
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E0-54e bat, 3 0074254

atf,d,
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uu.ux mm.:m. *
0510,
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withaity UL,
wau.uum.nnrn. lobh\

v
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‘3l o0y ent,, L laler, In
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T-HIR0 =43, red wiwnlle Int,,
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, 135007809, Q11400 41), § oo,

—_
YOLYO 1108 ES 3oorl
. Wegon, 12, sulo, a/¢, tratheine
10f. very cleans$ico, HN AN}
Lovi W/113.5000, ext, 1131,

VW< Xarmena Gals, eonv,,
sl cond, 13008/nage. M\n.
WI"lUNI HINLNN,

m
b § todol wacs cllr ifann.
k0. anyii0. bei.

TOYOTA ‘83 CELICA LD
Fully lasgeci AlL ulnl eleciric.
Nnnﬂ minos body woi

Call m 114 Mo,

Nomu- 43, Clvie 1224 r:, 2

0gs blue, 1 ownsr, ¢3¢, condle
Ilon. 13%, VIS, H)-h 2
HONDA =14, Actord. avlo,

amilm carlie aew it goad
*Cond, 1500/alr, 4110171,

ISUZU =84 bmovise Siorl, sleen
blx,, w 41¢ 3 tod.,
Oolby, sllopdiont. 17995, 141:5535,

JAGUAR «'12, E+Type 2143, VI,
1abte wiblscdl Int; auto, 19K
mij exg, gond, 112,000, 1410X¢,

" JAGUAR -‘7?. th. new molor/
Yrans.foalnl . Good. conul:
1ton, §7,000,

JCHOEHHEALDY » 24, ¢ 11w,
4K erlg. mi,. wht, w/bik., [nt.,
facl, ale, 216064, nlco overall, Musl z

sell nead $3] 32000, 4229181,

LeCAR 17~ Omcnu.uh. Iocnl
runnat, plurts & minu
1300, W/ 3128, A3 5o

‘33, 3UPAA
all aollonr, mint conul

a 700!
ey "l IH“ 32141538 N

TOYOTA =18 Camty) 3 3nd, a/c,
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19.3% ml,, 110,200/0lr. Devis

us-uco. SULbileveraa

TOYQTA =45, MRs1, sporis cAl.
mel, below, § illd. 87¢, Crul
am/tm cast,. LIX ml, ocrl.
cond, "LMIOII l" ni,

mvm’

LixX
Coml. IH.MIOII 11, IHI

TN=-'14, u:. body L tav.,
{une up,

Closn, nfvf . bl
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- 7

1.,
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RXLGSLT § vod.,,
oatlen, 34K otlo.
cond., 1140},

ml,, ex
W1/1134N,
MAZDA="), GLG, HED. §
SPO., AMIFM STEHLQ, U,
ROOF, A/C, 0Q00 O »X
MU, 12300, dak1ie4,
HLZDA 'u. RX1 G, 3 andy,
n €318, sunreal, 11200,

”II!II IIH All, & 0.m,

MAZDA -'3t. RX) RED, avlo,
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MERCEOES - 'L). 710. (TN dl.-
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cond., 13434, 113+ Nl

Fomnm

T e

=1}, Soldes 'Cohv.
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VOLYO ="il, Clasle Llack {*de,
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VOLVO ‘41, 118 -Hew
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*ratlont only. o ), Al i
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Inch, ensine, aulo, M4, ot
Mooiad 131 Bl i,

UICK -*15, CENTURY, Vi,
miEm, THL Crvhie, MARY
EW PARTS! Wi/olr, 133311,

EYNOLET ~
new irs.
Pl gaoiitan, 43

EVQOLET~ a1 CHEVETTE
mk\LAMO. 4K ml.
(A/Im. 8/¢7 eac, cond., $1700,
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r.‘vnu\.ET-'ll Monh Catlo,
'e.llt-llull wlp1/0D

Sesroew
s

nte. 3
DV! )“-7.03. Evaal S-L840,

EYROLET ~ 13, Calodelty
L 4 dr., e/c, 30X, 1 gvl, blvs,
€. 34400/H o0, (7031 19200

{EVAOLET « 1), Ctiatlon, Vl.
10., #1/pb, sm/im ¢o

P, viavi to n-( ml.. Ma l:.

ec., ¥TO000,

HEYROLET B Ch vette,
¢, gond., r!ll: ml.,:al., am/im
13,0 4 19d,, 13400, NI0-$348 MY,

jcvnour--n. Cavalter,
3 cond.rX, ) 90, 2104,

rooInenizTs0ls a0 o-:-r

pen/lm, rasr daleond, clalnd,
for, 12234, (207} 43H3000 Bve, |
mip1 LI ever/whndh
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CAR or TRUCK?
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© LCAM HELPH
WALK IN...c..b.ues
seseeeenn RIDE[OUT

Autnce

»-.

m Akt Coun Y
n~-«. Sremtiies Jans
OLOVUONILE< ss,
atl eatnar dal, KAl sower, o5
coad, mull st u\oc <m
HA-2538, WA 1453,
ows-uomu . Cu‘lnu 3o

ot ey
rvu.nm/w. LT3, Mads

~OLDLUOBLE - 22, Cutlans 3o
orena, /¢ 91, A/ im cats., e
raw 1evs, Ee, Coad must sl
LSL0/best wlr, TI. 2004,
CLDIVODILE =24, Slarflrar 4
sad., PaBIl, and. Mae Wit 84

at sttty ores
I. 'y Iu\ 1, Ifn.

CHEVROLET « ‘8, Monts, aulo,
ac,{ em/tm, radlals, 43, condt
£ebll, Jrans, $2198, d8d-1120,

CHEVROLEF—'8, CITANON
& 1pesd, GREAT cbnomom
New parts, blus, $1K0.

1231384 (Va,

BUICK =24, Shylard, 4 dr., M,
“for Amhnmmlulon.nollm.m
sarly calv. 1100, Hi-110,

CHEYROLEY =11, €11 n, ¢
d/.l g, 41X Inl,) 100d Lond.,
$11200/bsst otter, QENN, " L 0

BUICK =*72, Reoals 14d wiwdl, CNEVROLZ'?-‘IB. Cliatten, 2
¥inyl rool, o, /€, am/Im d ula, AIC, $1X L.,
Wk, ., * L no, Ms cond., 111037011,
Ril 11%3; 3 s, M-blwf 314/W2 38-0L31/H,

OUICK 'T9, Riviss CHHYSLER- . Nnnoll.
1oaded w/tuntoal, fun) oocd, low | 12ans, new, A/GC, T pwit,
ml, nreds wark on idi. | sverything, HSO. Mire,
11450, 3443311, . 181032000,

BUICK =34, Bxrtarki med. blus,
2dr., maAval, am/tm, 23K ml., §
owner, Michanlchs tpechil {as
131, 31030, 452: 7311, all, domn.

CHRYSLEA =75, Cordobay a/c.
ondl:

2
5
1
i}
b3
k]
:

411 Mr, Ralixern,
44347308 U1-4407; 1245134, Ve

QUICK « 43, Ext Wiyon, HX
ml,loaded, exl, wael, 111,000/ 00
Leil olr, 783724541

CHAYBLER =77, New Yorker,
1an w/90ls viny Ioo,
Tx ml, 1300, 343163,

OQUICK =44, Qrand Hullaml ln-
lergooted 'Mba. sulo.
200 m , 43053
CADILLAC 74 ELOOALDO
Fully #aulspsd, | owhst, 44X ml.,
Inlarlor In good ¢ond, Wil seil for
oeriy. A500/nve, PS2187 MY,

CNHYSLER"II,NIWNII.[!I
o, t.. n.b he AIC, omMIIm ¢
dlo, tond. SOII(M asle
llmlbcllalhf. R IRLEN

UNCOLH = 73, Town Car, wumwer
€ond.,s loaded, em/tm cars/Ch,
|u.ln|u..nNVAIM~e malat,
racords, Musl v 10
amine 17’06/!-" Olf.l 14,

LOAGED » PAINTL GA.
RACRD 1) Yas,l £
COND.ILII0/etr, {301 4220340,
UHCOLHA "1, Coatlndptatr &
007, hesd | Jome body resalr and
uahlar. Easine and
I, $200, 1329118,
peali B la RE2 24 UL EY
LINCOLN-‘H. Merk 4, AlC,
Good tandlllon §130,
[LLXEATN
UNCOLN '”. Town Cat, ruas
n0r work, lou—dl
Mvudllvv.tlm e

LINCOLN-'”. Town Cw-t.
Lasded, sert, ¢ am/ X
mil, aew Ilrululnlllulun.
334807000, J84:35400

UNCOLKN 74 HARK N
Loaded, 1-owner, ¢
tond, 11330, 14 4 ll. llm

LIHCOLH = 24 Towntar, 447 tult
equlsy o3, cond, Musl $el, 43700,
{dose) WIST7.5088, HY a3-dbis,

CHRYSLER~*J1 Cotdads, new
baltery £abll, franti od, snyy
o rusl, 3¢, 1100, 4401158,

UNCOLH =17, TOWN CAR; ¢
or., Ad SHAREL 13700, Top1bet
(Loava mnuum Recorder).

i o nr v » R R 71 canne
Nw L] *!
»u:':‘l: ] wu uul m\;. "t [ CHRYSLER Musl Soaf l):(\ b c.l Ad,

114007011, 130-H 28 M
CADILLAC =*14, .2 do,
CONVRT, lcund.nmln.ulnl.
& Meas, Too much do HIsil Low

mlles, 43¢, Cond, 33150, 4033453,

CAOILLAC ‘79 BEVILLE
blntk. Ir\uunlllnlul:n. 130K
areiyl |

Iumml 1en,
nAllll wark. He|

‘81 CORDOBA

140 3edan, One awnes, Ao Senls,

38X ml.. 47¢, amilm 1lefea, PO,
o1, crvlu. Sacellles 13250,
« 20274343

100 or 4344350 Iv. may,

$onmn, 3301114 60 1330410

mly few

CHAYSLLA - 1L, Town L Coun:

fry wasen, whi. wited vinvl la-

fe6,, loaded, escal, Cond, 11X
ml,, 331,000, 172-514).

v

mso/oll.u nl
A DI !M. Donllo. ]

drtealn, b

w/m-um. Nlnb”)a (70)1.

LARILLAC ~ "1}, Coure DeViile,

$IX ml, veliow, mosl ﬂlllonl.

43¢, Cond. 131, 3434

» CADILLAC ‘¢4 SED, D¢VILLE

"Foll equips 0K mlz 1K ml, o'

tw ane, E3174 Claan, 111,00

Zals /m—umnnu-wmm).
‘84

Iaumq.mu aour tal tosded.
Cloan lamnily ar. Secr), 11,0,
WI/SMH-A00. 17231300 [ 201}
CADILLAC~*15, Flaelwood,
Pals yellow, [Ixe asw, tully
losded, §14.000/01t4r, 4204781,
— e
CAMARQ =°17, Veb tlock, J ind.s
runL good. o219, whit, needs
Uraa/beaket. 41300, 7133040 VA,
CAMARQ =*77, 228 whlile, bis
£%. am/im.. Good Condlllon,
31500, 14.770) oF 14 L,
e e
CAHAHO-'U. 2. lL. Vl. l bl
M m,

2

2 t ru e,

ES BODYWITNOUT

Y SIGNI Of Rllnl lalstlor

Y cond, ¢ II roaton.
17 J m 41

abts aln, |
{Rves.rwia l)")-)l)l

CAMARO =12 -0, 1ed, ldouy,
&% pi/eb, 8¢, 1N, amiim cars,
34,000/ 1lem, $48-3028 Vs,

CAMARQ - 4, s0or] coupe, o1,
ob, Telop, am/im cansy 13K ml.
EXTRAS 14,700, Y428 Md,

‘VOLVO = *24, pui)y ub 2uloe
ealle, A/C, tunroal, lealhac [ates
rlor, na d. 195, Qall Vea |
alier ? 2l

CAMARO =8, 121, loaded, S L.
HIQ ang,, alaren gyt Totop, Hal

GOAVETTE='71, $Hnorev, 338
auto, X m uo. st Lotz
ownereead 14,020, Hariis

o WA 7 e Gl
COAVETTE =24, 110d., 47¢. p1,
ou, NEW RADIALI/MUF.
FLER/CLUTCHI GOOD CONDI

309, 1370234 LArLY,
convm-'
U osy,, 3
114,000, ut-smln.mn.

CORVETTE -3,
losded,
'MIIM' 1220 o7 017340-01

DODOE-‘II.DART.VLIIK by
Pty 37¢. NEW RAQIALSI ONE
OWNERI 3300, 2ib-441) (Va),

OE-‘H DIPLOMAT,
GiNe wonK.naoo

Pnom(!ﬂ)dl 4140 [C Al

HNEXT Mon., Wed., Frl. I t.m 1.

DODQE ~ 74, Dart, L 8r, brown,
Vi, a8t sollony. tunt periecl, 11X,
Lowner, 3430/0ltr, 194382,

DODOR ‘78 ASPEN

Levllalier, § 60ar, auto,. #7¢, Funs

well, 3315, 141934 Ma.

DOOOE-'N. Dlllomll. 1 an,
s oreal cund,

n\lnvl?oa)lb

DOBNL « ), Arles tW, ¢ tyl,

Imm 000
331, Ooelolr.

=

“K nh, ainilin Vo, good

DODOE-'II. Cha
HE, 1 owner, 1K, emi
cond,, 13! scuum.m.mu

DOO0GE=-"15, Coll Vists, ale,
21/0b. Aw pwr, tocki. Crulie,
Aam/im causethe.
1,500/ 0ed, 415-2209,

—_

wind:t cut, In, ulc.nlnl SSOJ
ml. Mlnl 110,300, 433 0111

DODQE -85, DlvlaI\J. wae
100., Iullv eayle., I drt,

Loaded, leainet Inlclur
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poALLLR L el (LS
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I-IAVUICK -3, nnu
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PO 1. found the site empty. Possibly I ‘had the time wrong.
...’ "work from memory. My recollection was for you to £ill before
"o E:00-a.m. I believe Viktor Degtyar was in the church driveway
Uoff Rt. 123, but I did not know how he would react to an :
- approach.,-- My échedule wag tight to make this at all. Because of

my work, I had to synchronize explanations and flights while not
leaving a pattern of absence or travel that could later be
correlated with communication times. This is difficult and-
expensive.

. T will call the number you gave me on 2/24, 2/26 or 2/28
at 1:00 a.m., EDST. Please plan filled signals. Empty sites
bother me. I like to know before I commit myself as I'm sure you
do also. Let's not use the original site so early at least until
the seasons change. Some type of call-out signal to you when I
have a package or when T can receive one would be useful. Also,
please be specific about dates, e.g., 2/24. Scheduling is not
_simple for me because of frequent travel Any ambiguity ‘ B7C
“multiplies the problems. - : =

- My security :concerns may seem excessive. I believe
experience has shown them to be necessary. T am much safer if
you know little about me.- Neither ‘of us are childron about these
things. Over time, I can cut your losses rather tihan become one.

" Ramon

. . T e \

‘p.S. Your "thank you" was deeply -appreciated.

Lowd




(3]

15

(&) -

| SDXRET

DEAR MR. CHERKASHIN: .

SCON. I WILL SEND A EOX OF DOCUMENTS TO MR. DEBTYAR. THEY
ARE FROM CERTAIN OF THE MOST SENSITIVE AND HIGHLY COMPARTMENTED
PROJECTS OF THE U.S5. INTELLIGENCE COMMUNITY. ALL ARE ORIGINALS
TO AID IN VERIFYING THEIR RUTHENTICITY. PLEASE RECOGNIZE FOR OUR
LONG—TERM INTERESTS THAT THERE ARE A LIMITED NUMBER (OF PZRSONS
WITH THIS ARRAY OF CLEARANCES. AS A COLLECTION THEY PDINT TO ME.
I TRUST THAT AN OFFICER OF YOUR EXPERIENCE WILL HANDLE THEM
APPROPRIATELY. I BELIEVE THEY ARE SUFFICIENT TG JUBTIFY b .
$10@, 229 . PAYMENT TO ME.

I MUST WARN OF CeRTAIN
YOUR SERVICE
BORIS YUZIN
MR.

nece

RISKS TO MY SECURITY OF WHICH YOU MAY
HAS RECENTLY BUFFERED S0ME SETERACKS.
(LINE PR, SF). MR. BERBEY MOTORIN,
VALERIY MOARTYNOV (L INE Y. WASH. Y HAUE
ECIAlL. SERVICES. ®

NOT BE AUWARE.
I WARN
{(LINEZ

THAT
PR,

MR,

[y P p——

SUPDORT 7Y EONA TiDES. |

DETAILS REGCREIING
YOU PERSONALLY.

PDOVMERNT SANGY ST IDC

CONTORT WTi 1 T OEAT

_LEFf UNSTATED TO ENSBURE MY BECURITY.

- DIRECTIONS OF OUR FUTURE COMMUNICATIONS..

MY IDENTITY AND ACTUAL POSITION IN THE COMMUNITY MUST BE

I Ar GPeEN TO COMRMG
SUGBESTIONS BUT WANT ND SPECIALIZED TRADECRAFT. I WILL ADD &,
{(YOU SUBTRACT &) FROM STATED MONTHS, DAYS AND TIMES IN BOTH




S

DROP LOCATION ]
Please leave your'packagé for me under the corner (nearest the
street) of the wooden foot bridge located just west of the

wentrance to Nottoway Park. (ADC Northern Virginia Street Map,'#14,
D3) . Rl

PACKAGE PREPARATION

Use a green or brown plastic &rash bag and‘trash-to cover a
waterproofed package.

SIGNAL LOCATION

Signal site will be the pictorial ”pedestfiah:érOSéing" signpost
just west of the main Nottoway Park entrance on 0ld Courthouse
Road. (The =zign is the one nearest the bridge just mentioned.)

»

SIGNALS

My signal to you: .One vertical mark of white adhesive tape
meaning I am ready to receive your package.

~Your- signal- to me: -One-horizontal mark of white adhesive tape
meaning drop filled. ’ :

My signal to you: - One vertical mark of white adhesive tape
meaning I have received your package. '

(Remove old tape before leaving signal.)

TIMING

Date: May 8
. . r 3
My first signal to you before 12:45 am. o
Your £ill and signal to me before 2:45 am. (12:45 + 2 hrs.)
My .cleared signal. to you before 3:45 am. (12:45 + 3 hrs.)

OTHER

I will-acknowledge amount with my next package.
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Dear friends:
I have dercided. It must be on my original terms or not

ot meet abroad or here. oI will not maintain

Nz,
I will ‘help you vnen I

at all. I will
lists of sites or modified equipment.

Can,
-ammunication.

Unless a see an abort signal on our post
by 3716, I will mail my sontact a valuable package timed
arrive on 3/18. I will await your signal and package to be in
place befare 1200 p.m. o 3722 or alternately the following

three weeks, same day and time. If my terms are unacceptable
then place no signals and withdraw my contact. Excellent worlk by
him has ensured this channel is secure for now. *My regards to
him and to the professional way you have handled this matter.

‘t D]

sincerely,

Farmon

SEDRCT .

and in time we will develop methods of efficient )
from you '’

B T M T SN RS
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DATE: 0l-31-2013

TFLA%%IFIED BY NRICG as
FEAZON: 1.4 |
DECLABSIFY ON: 0l-31-2033

1

X>8G:Dear Friend: -

Time 15 flying. As a poet said: "Hhat's our life,

If full of care

You have no time ‘ X
You've managed to slgw down the speed of Your running life to send us a
message. And we' appreciate it.

’

We hope You're 0'K and Your family is fine too. He are sure You're doing
great at Your job. As before, we'll keep staying alert to respond to any
call from You whenever You need it.

We acknowledge. receiv1ng one disk chrough CHARLIE. One dlsk of mystery )
and intrigue. Thank You.

Not much of a business letter this time. Just formalities. We consider

Slte 9 cancelled. And we are sure You remember: our next contact is due
at ELLIS.

Frarikly, we are looking forward to JUNE. Every new season brings new expectations.

Enclosed in our today's package please find $10,000...Thank You-for.Your- - - -
friendship and help.

We attach some information requests. We hope You'll be able to assist us
~n them.

Take care and gocd luck. -
Sincerely,

Your friends.

ALL INFOFMATION CONTAINED

HEFEIN I5 UNCLAZSIFIED EXCEFT

WHERE 3HOWH OTHEEWISE

To stop and stare
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CDATE: 01-31-2013
CLASSIFIED BY HSICG a
CFEASON: 1.4 (o)

DECLASEIFY OM: O1-

L]

a1

z9-%Deax friend:

Acknowledging the disk an

_materials or- received thiough
" "DORIS® we also acknowledge once again Youxr SUperd sense of humox
and Your sharp—as-a-razor mind. We highly appreciate both.

Don't worry. He willrnot steam out incorrect conclusions from Your
materials. Actuvally, Your information grately assisted us in seeing
more clearly many issues and we are not ashamed to correct our
notions if we have some. So, thank You for Your help. But if some
of our requests seem a bit strange to You, please try to believe us
there were sufficient ‘reasons to put them and what we wanted was to

sort them:-out with Your help.

In regaxd to our "memo" on Your security. Just one more remark.

If our natural wish to capitalize on-Your information confronts

in any way Your security interests we definitely cut down our
thirst for profit and choose Your security. The same goes with any
other aspect of Your case. That's why we say Your security goes
firsc.

ALL INFOFMATION CONTAINED
HEREIN I UNCLASSIFIED EXCEPT
WHERE =SHOWH OTHEERWISE

bl
b3

bl
b3
He are sure You remember our next contact is due at "FLO“.
As always we attach some information requests, which are.of current .
interest to us.
We thank You and wish You the very best. bl

Sincerely,

Your friends.

Enclosed in the package please find $12,000.

b3

<

T




}6epiDear friend:

DATE: 0l-31-201
CLABSIFIED BY N3ICG as
FEAZON: 1.4 (o)
DECLASSTFY ON: 01-31-2038

3

Thanks.for -the-package Gf 02.13]

natet;hls are very promising,

we intend to work on the scenario so wisely suggested by You. And the
magical history touxr to Chicago was mysteriously well timed. Have You

ever thought of fortelling the.things? After Your retirement for instance
‘in some sort of Your own "Cristall Ball and Intelligence Agency™ (CBIA)?’

There axe always so many people in this world eager to get a glimps of

the future.

But now back to where we belong. There have been many important develop-
ments in our ‘country lately. So many that we'd like to reassure You

once again. Like we said: we've done all in order that none of those

events ever affects Your security and our ability to maintain the

operation with You. And of course there can be no doubt of our commit-

ment to Your friendship and cooperation:which are too important to us

to loose.

ALL INFUBRMATION CONTAIMED

HEFEIN I UNCLASSIFIEDL EXCEPT

WHERE SHOWH OTHERWIS

bl
b3

Please note: our next contact is due at HELEN.

Enclosed in the package please find $12,000 and attached as always are

some information requests which we'd ask Your kind attention to.

Thank You and good luck.

Sincerely,

Your friends.

bl
b3




+t7s fun"to read about che life in the Un
what *

iverse to understand better
s going on on our own planec.

] Sometimes it happens,
Y& undexstand. Life is becoming too fast.
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: ALL INFORMATION CONTAINED
HEREIN I3 UNCLASSIFIED
DATE 01-31-2013 BY HN3ICG as

Dear Ramon:
We are glad to use this possibility to thank You for Your
striving for going on contacl with us.

We received Your message. The truth is that we expended a lot
of efforts {o decipher it.

First of all we would like to emphasize that all well known

o events wich had taken place in this country and in our homeland

had not affected our resources and we reaffirm our strong intenti-
ons to maintain and to ensure.safely our long-term cooperation
with You.
We perceive Your aclions as a manifestation of Your confiden-
ce in our-service and from our part we assure You that we shall
take all necessary measures to ensure Your personal secunty as
much as possible.
Just because proceeding from our golden rule - to ensure Your
personal security in the first place - we have proposed to carry
out our next exchange operation at the place which had been used
st fIL(]Ust—\f\'e “did not-liketo-giva-Y ou- any-cceasion o charge
us with an inadequate atlention to problems of Your-security. We
are happy that, -according 1o the_ vegsion You have proposed in Your,
~lastiietter olrstiggestions-aboutl DO kaown-as-"Ellis™-co-
. C.llorriidcidéd completelyHoweverarsituation-around-our collegues at . .
Tt "“me end uf gassedyedrmade us to refuse-this operation at-set-day: e
e e . 1. We thank You for information, wnich is of a great interest
-~~~ -~~~ufor usand-highly -evaluated in our service.
: We hape that during future exchanges we shall receave Your
malerials, which will deal with a work of IC, the FBl and ClA in
the first place, against our representatives and officers. We do
mean its human, electronic. and technical penetrations in-our resi-
dencies here and.in-oether.countries...\Ae. are very interested in_
getting.of the. omecnvemfonnanqn_m_thﬁ_modS_Qf_&QQC__aLQLO_:_ .
up which serches “rrole™ i GlA- and-FBl-We-aee&thxs.miounanon____ R

-

especially to take necessary additional steps to ensure Your per-
»  sonal security.
Any supplementary information about an. mvestlgatron of all

persons mentioned in Your Tast message will be hugly apprec:ated
too. )

We are very concemedby tragic: evefﬂsrwieh had oesuredwith -t =ropm o it e
our friends from teh beginning of 1994. We are very interested in

gelting real information about reasons of the failur. With .
great attention and-interest we-shall read -¥ouradviee-on-how-we-—-.- "
-could support our friends' families. Any Your thoughts about this-

will be valuable for us.

2. Before stating a.communication plan | that we propose for a
next future, we would like to precise a following problem. Do You
have any possibility to meet our collegues or to ‘undertake the
exchange ops in other countries? If yes, what are these countries?

Untit we receive Youransweratthis.questionsand setupanew |
comriunication plan, we propose to use for the exchange ops DD ac-

. cording to the following schedule:

= DD "LEWIS" on 27 of may 2001 (with a coefficient it will
~ . meaaon 21 of november 2000). We draw Your aitention on the fact

that we used a former coefficient - 6 (sender adds, adressee
-subtracts). A-time will be shown at real sense. We will be réady
to w_uhdraw Your package beginning by 8 PM on 27 may 2001 after
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~we shall read Your signal. After that we put DD our package for
You. Remove Your signal and place our signal by 9 PM of the same

day. After that You will withdraw our package and remove our
signal. That will mean an exchange operation is over. We shall
check signal site (i.e., its absence) the next day (28 of May) till
9 PM. If by this time a signal had not be removed we shall with-
draw our package and shall put it in for You repeatedly dates
with DD "ELLIS" — in each seven days after 28 May till 19 of June
2001 (i.e., 13 of December 2000).

= We propose to carry out our next operation on 16 of october
2001 (i.e., 10 of April) at the DD “LINDA" in "Round Tree park” (if
this place suits for Your we would like to receive Your oppinion’
about that'during exchange in may). A time of operation
from 8 pm to 9 pm, signals and schedule of alternate dates are the.
same. In the course-of exchange ops we shall pass to You descrip-
tions of new DD and SS that You can check them before. You will
find with this letter descriptions of two new DD *LINDA" and "TOM".
Hope to have Your opinion about them.

In case of break off in our contagts we propose to use DD
=, MELLIST thatyou Tridicated it yodr firstriessage; Your note about

- cevonc.uiined jasecond. bridge Accassithe stieet from the'FL sign, as back up,"’

i sisrapproved: - WEprdpUsetoruse “ELLIS  onceayear on 12-August - "~
(i.e., with coeff. it will be 18 February) at the same time
--ds-it-was-in-August-1999:-On that-day weé-can-carry out a full exc-
chang® oheration -+ You will enload your package and put a signal,
we shall'withdraw it, load our package and put our signal. You
will remove our package and put your signal. Alternate dates - in
.. seven days 'til. next month.

= As it appears from your message, you continue {o use post

_ _ channel as a-means of communication with us. You know very well our

" negative attitude toward this‘method. However if you send by post
a short note where date (i.e., with coefficient), time and name of
DD for urgent exchange are mentioned, you could do it by using
. address you had-used in September-(i.e., with.coeff.) putting in a
sealed envelope for V.K. '
In future it is inexpedient to use a V.K. name as a sen-
der. It will be better to choose any well known name in this count-
ry as you did it before. Co
3. We shall continue work up new variants of exchanging mes-
sages including PC disks. Of course we shall submit them to your
approval in advance. If you use a PC disk for next time, plea-
se give us key numbers and program you have used.
: 4. We would like to tell you that an insignificant number
of persons know about you, your information and our relationship.
5. We assess as very risky to transfer money in Zurich becau-
se now it is impossible to hide its origin. ’

-~ Attachment: . e o

Location of DD “LINDA™: first bridge on asphalt hiking trail in
Round Tree Park, 250 yards away from the park's parking lot near
the intersection of Annandale Road and Roundtree Estates Court
..(N..Virginia map,.page.15, grid.FS0.. Put your.package undecthe._ne-

ar-left comer of the bridge, which is also the nearest comerto
the parking lot:

*
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. After parking your car, follow the asphalt trail down to the ’ :
park, make a right tum where it divides and enter the park near
the playground. ‘

Location of the signal: a telephone booth to the left from the
entrance to Westlawn Supermarket in Westlawn Shopping Center (so-
uth-west comer of intersection of Arlington Boulevard and Annada-
le Road) - same miap, grid J6.

Your signal about filling the package in: a pink chalk mark of
"Z" in the same place. ’

Signals about clearing the DD by both sides: removing the
marks. '

Location DD "TOM": first bridge on asphalt hiking traif in
Providence Park, 150 yards away from the Profidence Recreation
Center's Parking lot (N. Virginia Map, page 15, grid C8). Put your
package inside the square hollow metal beam under the far-left
corner of the bridge, which is also the farthest comer from the
TAATKING 161 SiZ8 BT e HollGw IS 3 X a/5" — =~~~ - -
- The hiking-trail- begins at the south-west corner of the par-
. king, to the right from-the Recreation Genter: - TR TR e T T T e e 2
TR 'Lb'tz%iib’h‘-of‘_t‘ﬁé'-s_rgﬁali-*-m'e"'ﬁgﬁﬁm"e’éfé's'fird‘,&ﬁﬁgﬁn_éo'u-

ﬁieYa.fFi)-'bOch:oﬁtW&public.phoﬁesiat-the'entranéé:tdthepérking:?~: P Lol

IOt of THOMAS Jefferson Public Library (same map, grd E7). "~ ~
- The library's address is: 7415 Ardington Boulevard; Falls Church. . )
Y OUSigHal-about filling thS Fackagé.in'the DD: a pink ¢halk : T
mark of "X" in the middle of tha cuter right side of the booth. ‘ -
Our signaf about filling the package in: a pink chalk mark of
"Z" in the same place.

TRt WL It mew
H LR et

Rrada-

Signals about clearing-the-DB by both-sides:removing the

marks. - - sremems eees
. ... Good luck toyou. -:: ¢
Your friends:. T T N T ~——-——

~ ayac




.. . _ j DATE: 01-31-2013
LT eENdET CLASSIFIED EY NSICG as % " [N S5 2/
- . SEORET REASON: 1.4 (c) , , =
k&*1hd8y3;/ DECLASSIFY ON: 01-31-2038

I have comé abofit as. close as

I ever want to come to sacrificingimyself <

I:S:If to help-you, and I.get silence. I hate silence.

bl
b3
-.--_—eonclmsion-z-':.—_'egeumight: propose that I am either insanely "bravé ‘o ‘quite - -m=Fr-s
‘insane. I'd’answer neither.” I'd say, .insanely loyal!. Take your ‘pick.™ o
. There is insanity. in.all. the answers. e s : - - <L .
I have, howe-ver, come as close to the edge as I can without being truly
insane. My security concerns have proven reality-based. I'd say, pin
your hopes -on ‘'insanely loyal' and go for it. Only I can lose.
I decided on this course when I was 14 years old. I'd read Philby's
book. Now that is insane, eh! My only hesitations were my security
concerns under uncertainty. I hate uncertainty. So far I have judged
the edge correctly. Give me credit for that. . )
Set the signal at my site any Tuesdair evening. I will read your answer. .
Please, at least say goodbye. 1It's been a long time my dear friends, I
a long and lonely time. . -
i bl
|:5:| Ramon Garcia B3
: b7E

.
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accions in no way causes no harm to Your security. With this on our mind we
are asking that sensitive materials and information (especially hot and
demanding some act:iops) be accompanied by some sort of Your comménts ox
some guidance on how we may or may not use it with regard to Your security.

He wish You good luck and enclose $35,000.
Thank You.

Sincerely,

Your friends.

bl
b3




ATE: D2-01-:
WWLASHIFIED B
FEAZON: 1.4
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AS5gDear Friend:

Congratulations on Your promotion. We wish You all the vexy best
in Your life and career.

We appreciate Your sympathy for some difficulties our people face -
Your friendship and understanding are vexry important to us. Of course

You are right, no system is perfect and we do understand this.

Speaking about the systems. We don‘'t see any problem for the sy'stem

of our future communications in regard to the new circumstances of Yours.
Though we can't but regret that our contacts may be not so regular as
before, like You said.

We believe our current commo plan - though neither pexfect -~ covers

ruther f£lexibly Your needs: You may have a contact ‘with us anytime You -
want after staying away as long as You have to. So, do Your new job,

make Your trips, take Your time. The commo plan we have will be still
working. We'll keép covering the active call out signal site no matter

how long it's heeded. And we'll be in a rea;:iy-t:o-go mode to come over’

to the drop next in turn whenever You are ready: that is when You are

back home and decide to communicate. All You'll have to do is to put

Teur call out signal, just as ﬁow. And You have two addresses to use

:0 recontact us only if cthe signal sites for some reascn don't work or

ALL INFORMATION CONTALINED

| HEFEIN IS5 UNCLASSIFIED EXCEPT
' WHERE SHOWH OTHERWIZ

St o Hear'

IBut in any case be sure: You may have a contact anycime
because the active call out site is always covered according to the

schedule no matter how loag You've been’ away.

|:S:| - interesting people in
the righ;}ﬂg},ace# ive us some g leads to possible

bl
b3

: |: S :| --reééruitments I
|
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Thank You and good luck.

Sincerely, ) -

Your friends.




. ‘ DATE: 0z-01-2013
(01,46/1998) : FEI INFO.

CLASSIFIED BY W3ICG as
SESRET REASON: 1.4 (o)

DECLAZEIFY (OH:

FEDERAL BUREAU/OF INVESTIGATION ~ Pe-fi-2nes

Precedence: PRIORITY ‘ Date: 11/13/2000
To: National Security Attn: NS-1C
From: Washington Field
NS-33v bl
Contact: x4864 b3
. b6
AN ST =
A . : \ b7cC
pproved By - 57D
Drafted By: &4
() Case ID #: Pending)
. _ (Pending)w/
iEJ”Titleaw
OO :WFO
g . b1
. b3
OO0 :WFO b6
N bB7C
I:E:I ynopsiss:|- “b7D
I
{m KX} Derx Fr : G-3
Dec 1f s X1 . bl
b3
e T ne
nclosures: T
|:E:| 4 b7D
. Details:— (8] THIS DOCUMENT CONTAINS HIGHLY RESTRICTED

INFORMATION FROM A HIGHLY SENSITIVE SOURCE. ACCESS SHOULD BE
LIMITED TO THOSE WITH A STRICT NEED TO KNOW. THIS DOCUMENT

SHOULD NOT BE UPLOADED INTO THE ACS SYSTEM. .
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%TO:

Res—}

National Securit

B

y From: Washington Field

11/13/2000

bl
b3
bé
b7cC
b7D



SE%ET

From: Washingto
(8] Re: 11/13/2000

TO: Nat-dano1 Comiaged i

LEAD (s):
Set Lead 1:

NATIONAL SECURITY

AT WASHINGTON, DC

iuy“bé) Read and Clear.
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DATE: 0Z-0l-2013

(01/26/1998) FBEI INFO.

CLASSIFIED BY NSICG as
S ET REASON: 1.4 {c)
DECLASSIFY ON:

FEDERAL BUREAU OF INVESTIGATION "7

Precedence: PRIORITY Date: 11/11/2000
To: National Security Attn: NS-1C
From: Washington Field

NS-33

Contact:

Approved By:

Drafted By: had E%
Case ID #: | (Pending) ifp
| (Pending) v/ b7D
Title:
Synopsis: b1
b3
b7D

w08 Deriv rom -+ G-3 ’
Declassify X1 bl
b3

T o 28 SR I b7D

Details:- (%] NOTE: THIS DOCUMENT CONTAINS HIGHLY SENSITIVE AND
RESTRICTED INFORMATION FROM A HIGHLY SENSITIVE SOURCE. ACCESS
SHOULD 'BE GIVEN ON A STRICT NEED TO KNOW BASIS. THIS DOCUMENT

SHOULD NOT BE UPLOADED INTO THE ACS SYSTEM.
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To: National Secnrityv Fyrom: Washington Field

(3] e+ | 11/11/2000
(3]

"Perhaps some diamonds as security to my children and some good b1
- will so that when the time comes, you will accept by senior ’ b3
services as a guest lecturer. Eventually, I would appreciate an bé
escape plan. (Nothing lasts forever.)" b7C
b7D
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ToO: National

Semiritss

E

%}ggET

Res

crom: Washington Field
11/11/2000

LEAD (s) :

Set Lead 1:

WASHINGTON FIELD

AT WASHINGTON, D.C.

*"

Read and clear.
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(Rev. 10-01-1999)

SEWEET

FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date:
To: WFO
From: WFO

NS-33

Contact: SA X4864

Approved By:

M

DATE: 02-01-2013

FEI INFO.

CLASSIFIED BY NSICG as
REASON: 1.4 (c)
DECLASSIFY ON:
02-01-2038

10/11/2000

Drafted By: s
{31 case ID #: pending 03
Title: :
5 e be
b7C
S E—
(S
(1) e Derived Frem : G-3
Dec if : X1
(5) papasts:
e
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': 5 :l """"""" Re: |

WFO  From:

WEQ

10/11/2000
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DATE: 0Z-01l-2013

(Rev. 10-01-1999) 'FEI INF0.
CLASSIFIED BY N3ICG as
S ET FEASON: 1.4 (o)
DECLASSTFY ON:
FEDERAL BUREAU OF INVESTIGATION Da-0l-ziss
Precedence: ROUTINE Date: 10/04/2000
To: National Security Attn: NS-1C, SSH
From: WFO
NS-33
Contact: SA X4864
‘ L 4 b1
Approved By: §O~ B3
b6
B7C
Drafted By: frm
(8] Case ID #{- (Pending)
(%) Title:
1 Synopsis:— P&) Information to be disseminated to the Department .
of Justice (DOJ).
(g} &;{ Deri From—% G-3
. ' Declassi On: X1
|: 5 :' _EnolagiivelaYe .
bl
b3
51|
1 -Details:p&) The enclosed documents will be disseminated to
DOJ/Internal Security Service (ISS) Senior Trial Attorney b6
| and Assistant United States Attorney (AUSA) b7C

material pertinent to captloned investigation.

These documents have been redacted to include only
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Set Lead 1:

NATIONAL SECURITY

AT WASHINGTON, D.C.

(U) Read and clear

*

P

To: National Securitv rom: WFO
_Re:| 10/04/2000
LEAD(s) :

bl
b3




DATE: DzZ-01-201
CLABSIFIED BY N3ICG as
FD-302 (Rev. 10-6-95) FEAZON: 1.4 1

{
DECLASSETFY ON: 0zZ-01-2038

-1- ALL INFORMATION CONTAINED
o HEREIN IS UNCLASSIFIED EXCEPT
FEDERAL BUREAU OF INVESTIGATION  WHERE SHOWH OTHERWISE

Date of transcription 02/07/200 1.

-
i J‘fgi On 01/08/2001 SA photographed the
following areas: _ '

(2|

Investigation on ~ 01/08/200F  a Washington, DC

bl
I: E :I - Filed” Date dictated b3
._‘_.' T T e Toe
by SA i bicC
This document contains neither recommendations nor conclusions of the§ i 1}: property of the FBI and is loaned to your agency;
it and its contents are not to be distributed outside your agency.
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